
"If! say it's safe to surf, it's safe to surf." 
- Robert Duvall, Apocalypse Now 

TRYING to explain the importance 
of the Internet today is like trying 

to explain the importance of paper in 
the time of William Caxton. Such is the 
enthusiasm shown by some for the in
formation superhighway. But what rel
evance does a network of computers set 
up by the military, developed by univer
sities and transformed by CERN, the Eu
ropean Particle Laboratory, have to the 
legal profession? Not much you may 
think, except that there are currently 
forty million users (known as "surfers"), 
a figure which is projected to rise to two 
hundred million by the end of the dec
ade. 

Certainly, it is foreseeable that the 
Internet may eventually replace paper 
in all stages of litigation. So too, with 
the development of "intelligent chips", 
may people come to look to their lap
top rather than their lawyer in solving 
simple legal problems. But this is not 
news, since it now seems impossible to 
open a newspaper without being con
fronted with some such prediction by yet 
another journalist claiming cyber cre
dentials. However, in their rush to laud 
the virtues of the net, legal writers in 
this country seem so far to have over
looked the practical consequences of 
using it in a professional environment. 

The most obvious of these concerns 
the exact definition of exactly where the 
net exists. On which computer does the 
information reside and through which 
computers is it transmitted? In libel law, 
for example, courts will have to decide 
where and by whom a particular web 
page was published. So too, will there 
be implications for the postal rule when 
it comes to acceptance by e-mail. Nu
merous such examples will arise in the 
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substantive law to be worked out on an 
ad hoc basis by the courts. 

Of more immediate practical impor
tance is the effect it will have on the tra
ditional rules regarding professional 
negligence and client confidentiality. The 
information superhighway has developed 
at such a speed that we have all been 
learning how to drive on it without learn
ing the rules of the road or indeed, even 
defining those rules. As one person put 
it, "We have created a virtual world and 
forgotten to add a virtual court". 

With this in mind, we have recently 
proposed guidelines which we hope will 
be passed by the Bar Council in order 
that barristers using the Internet will not 
transgress such professional ethics. 

Checking the post 
When a lawyer advertises an e-mail 
address to his clients, does he owe a 
duty to those communicating to him in 
such a form regularly to check for mail? 
This is the first and most obvious issue 
dealt with in the proposed Guidelines 
and our conclusion is simple: (see p154, 
boxed item, para 3). 

This is merely a logical extension of 
the common law duty of care a barrister 
owes to his professional clients to check 
his mail and would appear to be uncontro
versial. Indeed, one of the very first cases 
to deal with the Internet, an American 
federal district court in ACLU v Reno, 
929 F Supp 824 (ED Pa 1996) found as a 
fact that e-mail is "comparable in princi
ple to sending a frrst-class letter". 

Client confidentiality 
It is the second issue which causes the 
complications. That is: how safe is the 
Internet? This is a problem which is cur
rently being discussed by State Ethics 
Committees in the American legal com
munity. However, the debate seems to 
have polarised between those lawyers 
who are blindly in favour of e-mail no 

matter what its implications for profes
sional ethics and those who do not un
derstand the net and resent having to 
compete in such a fast-changing world. 
The writings therefore range from those 
claiming there is no risk of interception 
to those (notably the judiciary) who claim 
that sending an e-mail is the equivalent 
in safety terms of sending a postcard. 

The truth, as far as it can be found, 
seems to be neither of these extremes 
but somewhere in between. The less 
dogmatic middle view was clearly ex
pressed in the Reno case where the court 
found as a fact that "(e)-mail on the 
Internet is not routed through a central 
point, and can take many and varying 
paths to the recipients. Unlike postal 
mail, simple e-mail generally is not 
'sealed' or secure, and can be accessed 
or viewed on intermediate computers 
between the sender and recipient (un
less the message is encrypted)". 

If access can be gained to e-mail via 
an intermediate computer, what of pro
fessional confidentiality and the obliga
tions specifically set out in section 603 
of the Bar Code of Conduct? So far, no
body has been able to put a figure on the 
risk of interception by a third party but 
what is certain is that it is possible and 
that it is not hard, particularly given the 
electronic sophistication of many "cyber 
criminals" . 

So what are the solutions? The most 
convenient is to explain the risks to the 
other party and then to gain from them 
an express consent to using such a me
dium. This is one method suggested by 
our proposed draft guidelines. 

Often, however, a client will deem 
that the information being sent is too 
important or sensitive to allow for any 
risk of interception. In this case, the only 
option is something experienced surf
ers of the web call "encryption". This is 
a method by which a message is trans
lated into code, sent to the other party> 
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in that form and then re-translated into 
its original form through the use of a 
confidential password. This process, first 
developed by the Pentagon to commu
nicate on matters of national security, 
has been deemed to be thus far com
pletely secure. 

The trade-off for tighter security is 
inconvenience. However, this may be 
more perceived than real since there are 
a number of programs which have re
cently come on the market making 
encryption much easier and more acces
sible, most notably Viacrypt PGP (Pretty 
Good Privacy). Some programs can even 
be down-loaded from the web itself at 
no cost to the user. Given these devel
opments, it does not seem unreasonable 
to demand that any surfing barrister 
should not only be aware of the possi
bility of using encryption but should also 
be prepared to use it when conveying 
highly confidential information on the 
net when he has been unable to obtain 
the above-mentioned consent and this 
is exactly what we have proposed in the 
guidelines. 

Even if the guidelines are not adopted 
it is only a matter of time before the is
sue comes before the courts in a profes
sional negligence action. While custom 
is relevant to the standard of care, the 

fact that most other barristers who use 
the Intern~t do not encrypt their sensi
tive e-mail would not necessarily mean 
that the practice is not unduly danger
ous, if there are other factors so indicat
ing. Moreover, advances in technology 
are relevant to what constitutes negli
gence, and a defendant's failure to use 
available technology to reduce a known 
risk could be considered negligence. 

The main approach being mooted in 
the American debate in evaluating the 
reasonableness of sending an 
unencrypted massage is to apply the 
"Hand Formula", a balancing test attrib
uted to Judge Learned Hand that weighs 
the likelihood and the gravity of the 
harm against the burden of taking steps 
to prevent it. In the case of confidential 
e-mail, the harm to be guarded against 
depends largely on the subject matter of 
the message, while the burden of guard
ing against interception would seem to 
be relatively light, given the low cost in 
time and money ofusing encryption soft
ware and the availability of more secure 
means of communication. This would 
again lead to the general principle that 
there is a duty of care to use encryption 
when handling highly confidential in
formation. 

There is a need to provide barris

ters with guidance on the use of the 
Internet if we are to avoid the risk of 
future successful actions against mem
bers of the profession and it is to the 
Bar Council that we look to fulfil the 
role of guide. 

The two issues mentioned above 
may not be immediately apparent to all 
on-line barristers and that is why we 
drafted the guidelines which we hope 
will be adopted by the General Coun
cil of the Bar as an Annex to their Code 
of Conduct. In so doing we drew on 
the experience of the American legal 
system in dealing with the Internet and, 
in particular, the discussions by vari
ous State Ethics Committees. In pass
ing the guidelines, the potential pitfalls 
will not only be publicised but the so
lutions will be clear for all to see. Per
haps, too, it may serve to symbolise the 
move the profession is making towards 
the twenty-first century. 

Nick Critelli is an American trial 
lawyer with offices in Iowa and New 
York as well as a Barrister at 11 
Stone Buildings. 

Tim Kevan is a pupil at 1 Temple 
Gardens and was the 1996 Middle 
Temple Anglo-American scholar. W 

Proposed draft guidelines on the use of e-mail in a 
professional context 

Whereas: 
1 These guidelines have been author

ised by the General Council of the 
Bar and are intended to apply in 
any case where a barrister adver
tises an e-mail address or commu
nicates in such a form; 

And whereas: 
2 	 A barrister is under a professional 

duty to keep his professional corre
spondence up to date; and 

3 Under s 603 of the Code of Con
duct for the Bar of England and 
Wales, a barrister is under a pro
fessional duty to preserve the con
fidentiality of his lay client's affairs. 

General 
1 	 A barrister may in his professional 

capacity advertise an e-mail address 
as a means of communicating with 
him. 

2 	 A barrister may in his professional 
capacity communicate bye-mail. 

Duty to collect messages 
3 In any case where a barrister adver

tises an e-mail address to his profes
sional client, he has a duty to ensure 
that: 

(a) such address is checked at reason
able intervals for messages; and 

(b) any messages found there are col
lected. 

Confidential ity 
4 	 In any case where a barrister com

municates information of a highly 
confidential nature bye-mail either 
he must: 

(a) use an encryption 	program and 
process to communicate such infor
mation; or 

(b) explain to the other party the risks 
of using an unencrypted form of e
mail for communication and then 
gain such party's express consent to 
so communicate. 

Definitions 
For the purpose hereof: 
(i) "Internet" shall mean the electronic 

CONSULTUS, NOVEMBER 1997 154 



TECHNOLOGICAL UPDATE 


computer network which intercon
nects smaller groups of linked com
puter networks; 

(ii) "e-mail" shall mean the form 	of 
communication on the Internet in
volving one-to-one massaging via 
electronic mail; 

(iii) 	..e-mail address" shall mean the 
personal code assigned to each com
puter which is connected to the 
Internet; 

THE article by Nic Critelli and Tim 
Kevan raises a few interesting 

questions related to the use of e-mail by 
legal professionals. Having considered 
some of the suggestions made by the 
authors and their proposed draft guide
lines on the use of e-mail in a profes
sional context, I believe that members 
of the Bar should consider the follow
ing implications to their practice: 
• 	 Members' duty to clear their e-mail 

once they have advertised the e-mail 
address as a possible medium of 
communication; 

• 	 Members' duty to ensure confiden
tial communication with regard to 
their clients' affairs. 

Members' duty to clear 
their e-mail 
The Pretoria Bar has recently published 
a Web page at www.//pretoriabar.cis.co.za. 
I believe that the Bar Associations at 
the other centres will soon follow suit. 
One of the features of these web pages 
would, normally, be a list of members 
with their contact details, including 
their e-mail addresses. Does this 
amount to an invitation to attorneys to 
communicate with members of the Bar 
by way of e-mail? The authors of the 
article seem to suggest that legal pro
fessionals could be found to be profes
sionally negligent if, after publishing 
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(iv) "encryption process" shall mean 
the method by which a message may 
be translated into code, sent to the 
other party in such form and only 
re-translated into its original form 
by the use of a confidential pass
word; 

(v) "encryption program" shall mean 
the computer program which is 
needed in order that messages may 
encrypted. 

Status of these guidelines 
6 	 These guidelines in no way affect 

any existing common law or statu
tory duties a barrister may already 
be under due to his professional sta
tus, but failure to adhere shall at 
the least give the General Council 
of the Bar of England and Wales 
jurisdiction to adjudicate the mat
ter for breach of professional con
duct. III 

Counsel in South Africa 
get their toes wet 

their e-mail address, they failed to clear 
their e-mail on a regular basis. 

My experience shows that e-mail is 
not a fail-safe communication medium. 
Firstly, even though one uses the cor
rect e-mail address, it happens that e
mail messages are not delivered. Even 
though most e-mail servers are pro
grammed to inform the sender of an e
mail message in the event of a failure 
to deliver, I have found that some mes
sages are never delivered and the 
sender remains none the wiser of that 
failure. I believe, therefore, that any 
experienced user will know that one 
cannot assume that the addressee will, 
necessarily, receive the e-mail. Failures 
occur regardless whether the addressee 
checks and clears his or her e-mail on 
a regular basis. 

I cannot see why the publication of 
an e-mail address should be treated any 
different from counsel. publishing his 
or her postal address. In both cases 
there can be no certainty on the part of 
the sender of a communication that the 
addressee will receive the communica
tion within a specific time or at all. Al
though Minister Jay N aidoo informs us 
that the service has improved markedly, 

Leon Bekker, Pretoria Bar 
[catspaw@cis.co.zaj 

we all know that some letters may take 
an inordinate long time before it 
reaches its destination, if at all. If an 
attorney, therefore decides to use coun
sel's postal address or e-mail address, 
he or she must accept that counsel may 
not receive the communication. Once 
that risk has been accepted I find it dif
ficult to understand how counsel can 
be held liable for a delay if he or she 
neglects to clear e-mail on a regular 
basis. 

In practice, in any event, it is unlikely 
that an attorney will communicate with 
counsel on an important matter where 
time periods are of essence without in
forming counsel of the fact telepho
nically. Usually, if time periods are of 
the essence, I would expect an attorney 
to ascertain whether counsel is available 
to perform the task concerned within the 
time constraints. It is unlikely, therefore, 
that the concern expressed by the au
thors with regard to the clearing of e
mail will ever raise practical problems 
in South Africa where counsel's com
munication will usually be with at
torneys and will, for practical reasons 
where time constraints are involved, 
usually be by arrangement. > 
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